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IP Packet 
Arrives At 
Balance 
Thread 



Drop Packet 



Is Packet checksum 
verified? 



Figure 9a 



Yes 



Drop Packet 



IP Address 
Equal to advertised 
IP of Server? 



Yes 



Temporary Table 
Match? 



Parse Request; 
Choose Best Server; 
Make server connection; 
Remove Temporary Tabie 
Entry 
(see Figures 10a-c) 



Yes 



r N0 



Forward Table 
Match? 




Yes 



Encapsulate 
Packet; Forward 
Packet via Forward 
Port (see Figure 9b) 



Pass pointer to connection 
end point & packet to 
Protocol Stack Thread 



Local Table Match? 



'No 



TCP SYN & 
Listening_socket Table 
Match? 



Yes 



Pass pointer to 
connection 
endpoint & packet 
to Protocol Stack 
Thread 



Add Entry to Temporary table; 
Create connection endpoint; Pass 
pointer to connection endpoint & 
packet to Protocol Stack Thread ; 
(see Figures 10a-c) 



No 



Drop Packet 
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Done 
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IP Packet 
Arrives At 
Forward 
Thread 



Figure 9b 



Drop Packet 



No 



Is Packet Encapsulated 
^Header Checksum valid? . 





No 


Drop Packet 


M ■■ 





Is Packet addressed to 
Server? 



Yes 



Encapsulated 
Type = 0x01 



Yes 



Unpack and setup connection 
endpoint; send verification packet; 
drop packet 



No 



Encapsulated 
Type = 0x02 



Yes 



Search Forward-Connect Table 
for connection endpoint; Unpack; 
Pass pointer to connection 
endpoint & packet to Protocol 
Stack Thread 



No 



Encapsulated 
Type = 0x03 



Yes 



Search Temporary Table for 
connection endpoint; Delete table 
entry; delete connection endpoint; 
drop packet 



No 



Drop Packet 
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Ethernet Encapsulation Header 
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Protocol 
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ipOS Connection Information (TCP) 
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Figure 11a 

(Prior Art) 



Figure 11b 



Figure 11c 



Figure 11d 
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Figure 11f 
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Figure 11h 



Figure 11i 
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Application Information Table 
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Process ID 


Application identification 
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Memory required to run application 
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Measure ot application CPU utilization 


URL Map Table 


Key 
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URL 


Universal Resource Locator 


Yes 
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IP address ot associated server 


Cookie Map Table 
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Cookie ID 


Cookie identification tag 
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Figure 12 



Docket No. 29820.9 
Page 24 of 28 




Docket No. 29820.9 
Page 25 of 28 




a> 

D) 

Ll 



Docket No. 29820.9 
Page 26 of 28 




Docket No. 
Page 



29820.9 
27 of 28 




CD 

e 

Ll 



< 

■o 
k. 

gj 

o 

CQ 
c 

'c5 



D) 

c £ 
§(/> 



0 ^ _ 

C O (D 

n o Q) -o 

■- Eo^ 
o 

O 



■U 



CO 

o 

Q. 



es 








s 




CO 


«> 






CO 




ces 


oces 




■ ■ ■ 


oces 




o 

%m 












Q_ 






CL 




Q. 









o 



c 
o 

Ui 

■ MB 

"3 
c 



0) 
CO 



Docket No. 29820.9 
Page 28 of 28 




CD 
i_ 

g> 
Li- 




ra 
o 

CD 

c 

"c5 













CO 
O 












(0 


t/y 








roces 


Proces: 


eate Ot 


■ ■ ■ 


Proces 




a. 




i_ 
o 







0) 

c 



